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‘r WacTpykimst aost ofydaromuxess mo ofecmedeHio uHpopManHonHoi Ge3omacHocTH
‘ NpUHCIIONE30BAHMH ceTH «VHTepHeT» miasi pasmemenus: B y4eOHBIX KaluHeTax, B
f 1[ KOTOPBIX OCYIIECTB/IACTCSI A0CTYN B ceTh «MHTepHeT»

' C KaXIBIM TofoM MOJOIEXH B HHTCPHETE CTAaHOBHUTECS OOJIBINE, a IIKOJLHHKH
OZHH M3 CaMbIX aKTHBHBIX IONb30BaTeNell Pymera. Mexay Tem, mommmo OTrPOMHOTO
KOIIMMECTBA BOSMOXKHOCTEH, HHTEPHET HECeT M IPOGIEMBL. JTa MAMATKA JOIDKHA TOMOYD
Tebe 6e30I1aCHO HAXOIUTHCS B CETH.

Komnsiorepusie Bupychb1

KommeroTeprsii  Bupyc - 310 PasHOBHIIHOCTh ~ KOMIIBIOTEPHBIX  MIPOTpaMM,
OTIMIUTENLHOH OCOOEHHOCTBIO KOTOPOH SIBISIETCS CIOCOGHOCTE K pasMHOXeHuI0. B
HIOTIOJIHEHHE K 3TOMY, BUPYCHI MOT'YT NIOBPEIUTH I MOMHOCTHIO YHHUTOKHTD BCE Gbaiinel u
AQHHBIC, TOJKOHTPOJBHEIE MOJb30BATENIO, OT HMEHH KOTOpOoro Oblia 3amymieHa
3apOKCHHAS NPOrpamMMa, a TakKe NOBPEIHTh HIH NAXKE YHHYTONKHTH OIIEPAIIMOHHYIO
CHCTEMY CO BceMu (aiimamu B menom. B GonsmmuHCTRE CJIy4aeB pacrpOCTPaHSIIOTCS BUPYCHI
4yepe3 UHTEPHET.

MeTone! 3amuTe! 0T BperoHOCHBIX IIPOrpaMM:

1. Hcmomnesy#t coBpemeHHBIe omeparnuonHbe CHCTEMBI, HMEIOIIHE CEepPhE3HBIit
YPOBEHb 3aIMTEI OT BPEAOHOCHBIX IIPOTIPAMM;

2. IlocTosHHO  ycTaHaBnWBali  maTym (dpoBsle  3amiaTKH,  KOTOpEIE
dBTOMATHIECKH YCTaHABIIMBAIOTCS C LENBIO TOPAGOTKH MPOTrPaMMBL) U Ipyrue oOHOBJIEHUS
CBOGH OIEpPalMOHHOM cucTeMbl. CKaumBali MX TONBKO G opuIMaTBEHOTO  caiita
paspaborurka OC. Eciu cymectByer PEAKNMABTOMATHYECKOTO OOHOBIICHHSI, BKIIFOUH €r0;

3. Paboraii Ha cBoeM KoMmEIOTEpEe mON IIpaBaMH  TI0JIb30BATENs, a He
aIMHHHCTPATOpa. ~ OTO HE TMO3BONAT  GOJBIIMHCTBY BPEIOHOCHBIX  IIPOrpaMm
HHCTAJTHPOBATHCS HA TBOGM IIEPCOHATBHOM KOMITBIOTEPE;

4. Hcnomnb3yii AQHTHBHUPYCHBIE IIPOrpaMMHEIE IIPOAYKTHI U3BECTHBIX
IPOM3BOMUTENEH, C aBTOMATHYECKUM OGHOBIIEHHEM 6a3;

5. Orpannys dusnyeckuii gocTym K KOMIIBIOTEPY JIJIsl HOCTOPOHHHMX JIUII;

6. Mcnone3yii BHENIHHE HOCHTENH MHpOpMAIMH, Takhe Kak (IIemiKa, JucK HITH
(aiin u3 urTEpHETA, TONBKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTKphIBaii KoMIIBIOTEpHBIE (ailiIb, IOJTy4€HHBIE U3 HEHA/IEKHBIX HCTOYHUKOB.
Haxe Tedaiinsl, KOTOPBIE MPUCTAT TBOH 3HAKOMBINA. JIyuie yrounn y mHero, otnparmsut nu
OH Tele HX.

Cern WI-FI

Wi-Fi - 310 He BuI nepenaun nanusix, He TEXHOJIOTHS], a BCEro JIMIIb OpeH/, MapKa.
Eme B 1991 romy Hmpmepnamickas koMmaHus 3apeructpupoBana 6penn "WECA", uto
obosnayao  cmoBocoueranne "Wireless Fidelity", xortopsii mepeBommTcs Kak
"6ecrpoBOIHAsS TOYHOCTE".

Jlo Hamero BpemeHH momuta mpyras ab0peBuarypa, KOTOpas SBISETCS TaKo# e
TexHonorueil. Jto abOpeBuarypa "Wi-Fi". Takoe HasBamme 6BLIO JIaHO C HAMEKOM Ha
CTaHAapT BBICIICH 3BYKOBOH Texuuku Hi-Fi, uro B IIEPEBOJIE O3HAa4aeT "BBICOKAs
TOYHOCTB'". :

Ha, GecnnaTHEI# WHTepHET-TOCTYH B Kade, OTeNIX W a’pomopTax SBISETCS
OTJIMYHOH BO3MOXXHOCTBIO BBIXOAAa B MHTepHeT. Ho MHOTrme 9KCHEPTHI CYUUTAIOT, YTO
obmenocrynmasle Wi-Fi ceTr He SBIsIOTCS 6e30maCHBIMIL

Cogetsl 10 6e30macHOCTH paGoTH B o0menocTynHeIx cetsax Wi-fi:

1. He nmepenasaii cBoro THYHYIO - MHpOpMaInHIo Yepes obmenoctynasie Wi-Fi cern.
Pa6otas BHEX, jeJaTeTbHO He BBOIUTS Iapojii A0CTYyNa, TOTHHbL U KAKHE - TO HOMepa;




2. Hcnonb3yit 1 OOHOBJISH aHTUBUPYCHBIC TIPOTpaMMbl U OpaHamayep. Tem caMbiM
ThI 00e30MacuIlb ceOst OT 3aKaYKU BUPYCa Ha TBOE YCTPOHCTBO;

3. [Ipu ucnonp3oBanuu Wi-Fi otkmoun ¢yskmuto "OOmuid mgoctyn k daitam u
npuntTepam". JlaHHas QyHKIMS 3aKpbIiTa O YMOJTYAHUIO, OJTHAKO HEKOTOPHIE MOJIB30BATEIH
aKTUBUPYIOT €€ JJIsl y100CTBa UCIOJIb30BaHUs B paboTe uin yueoe;

4. He ucnionb3yit myommunsiii WI-FI ju1st nepegaun TUUHBIX JaHHBIX, HAIPUMEp IS
BBIXO/IAB COI[UAIbHBIE CETU WJIM B JIEKTPOHHYIO MOUTY;

5. Mcnonb3yii Tosbko 3amuiieHHoe coequnenue uepe3 HTTPS, a ne HTTP, T.e. npu
HabopeBeb-aapeca BBOAM UMeHHO "https://";

6. B MoOwibHOM Tenedone orkiaroun  ¢ynkuuio "Tlopkmrouenne k- Wi-Fi
aBromarnuecku". Hegomyckaii aBToMaTHYECKOTO MOAKIIIOUEHHs yeTpoiicTBa K ceTsim Wi-Fi
0€3 TBOEro COorJIacHus.

ConuanbHble ceTH

ConuanbHble CETH aKTUBHO BXOJAT B HALIY )KU3Hb, MHOTHE JIFOJU PA0OTAIOT HKHUBYT
TaM IOCTOSIHHO, a B FacebooK yxe 3aperucTpupoBaH MHIUTHAP/ YETOBEK, YTO SIBIISETCS
OJHOW ceIbMOM Bcex MHUTeJel IUIaHeThl. MHOrue Moib30BaTeNd HE IMOHMMAKOT, 4YTO
uHbopManKs, pa3MEUICHHAas HWMH B COIHMAJbHBIX CETSIX, MOXET OBbITh HailjaeHa u
HCIOJIb30BaHA KEM YIOIHO, B TOM YHCJIE HE 00s13aTeIbHO C OJIarMMU HAMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 0E30MACHOCTH B COLUAIBHBIX CETAX:

1. Orpannub cnmcok Apy3ei. Y TeOs B Jpy3bsiX HE JOJDKHO OBbITh CIy4YalHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuiiail cBOO yacTHYIO *H3Hb. He ykasbiBail maposnu, TenedoHsl, aapeca, 1aTy
TBOETO POXKICHUSA U APYTYIO JTUYHYIO HHPOPMALKIO. 3II0YMBIIUIEHHUKH MOTYTHCIIONIB30BATh
Jake UH(OPMAIMIO O TOM, KaK Thl U TBOU POAUTENH IUITAHUPYETE MPOBECTH KaHUKYIIbI;

3. 3amumiaii CBOIO peIyTaIuio - AEPKU €€ B YHCTOTE U 3a7aBail cebe BOIpoC: XOTel
ObI ThI, YTOOBI APYIHe MOJIb30BATENIN BUJEIH, YTO ThI 3arpykaems? [logymaii, npexae uem
YTO-TO OMYOJMKOBATh, HAIIUCATH U 3aTPY3HTh;

4. Ecau Tl TOBOPHILB C JIFOJIbMH, KOTOPBIX HE 3HACIIIb, HE UCTIOIb3YH CBOE pealbHOE
UM B PYTYIO JTHYHYI0 HHPOPMAIIMU: UMSI, MECTO JKUTEIILCTBA, MECTO Y4eOBI U TIpoUee;

5. N3beraii pasmemenus ¢ororpapuii B MHTepHeTe, rae Tl H300pakeH Ha
MECTHOCTH, TI0 KOTOPOI MOYKHO OTIPENIEIIUTH TBOE MECTOIOJIOKECHHE;

6. Ilpu perucrtpauuu B COLMAIBHON CETH HEOOXOIMMO HCIOJIB30BATH CIOXKHBIE
MapOJIN,COCTOSIINE U3 OYKB M U U C KOJMYECTBOM 3HAKOB HE MeHee 8,

7. JIng counuanbHOW CETH, MOYTHI M JIPYTUX CaWTOB HEOOXOIAMMO HCIIOJIb30BATh
paszHble maposd. Torma ecau Te0s B3IIOMAIOT, TO 3JI0YMBIIUICHHUKN TIOJTYYaT TOCTYII TOJIBKO
K O/IHOMY MECTY, a HE BO BCE cpasy.

DJIeKTPOHHBIE 1eHbI'T

DJEeKTPOHHBIE IEHBIU - 3TO OUYEHB YI00HBIH C110CO0 TIaTexel, 0JHAKO CYLIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTST MOIYYHTh ITH JCHBIH.

DJEeKTPOHHBIE JIEHbI'H MOSIBUIIMCH COBCEM HEAABHO M KMEHHO M3-3a 3TOT0 BO MHOTHUX
rocyJapcTBax J0 CHX TOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (DYHKIIMOHHPYIOT M O HUX YK€ IPOMHCAHO B 3aKOHE, I/Ie WX
pa3fessaloT Ha HECKOJbKO BUIOB - aHOHMMHBIE M HE aHOHUMHbIC. Pa3zHuiia B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelnraercs MPOBOANTh Olepanuu 0e3 HACHTH(OUKAITUH
MOJIb30BATEIs, @ B HEAHOHUMHBIX WACHTU(HUKAIMS TOJIb30BATENS SABISETCS 0053aTEIBHOM.

Taxxe cnenyer pa3nuyarh AIEKTPOHHbIE (PUATHBIE JEHBIU (PaBHBI TOCYIaPCTBEHHBIM
BaJIOTaM) U 3JIEKTPOHHBIE HE(pUaTHBIE IEHBI'U (HE PaBHbI FTOCYIaPCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBETHI 110 O€30MacHOM paboTe C ANEKTPOHHBIMU JEHbIaMU:

1. TIpuBsbku K cueTy MOOUIIBHBIHN TenedoH. ITO caMblil yIOOHBIH 1 OBICTPBIH c1IOCOO
BOCCTAHOBHTH JIOCTYN K cuery. [IpuBsi3aHHBIA TeneOH TMOMOXKET, eciu 3a0yaenrb CBON
IIJIATEKHBIN [1apOJIb UIIU 3alIe1Ib HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;



2. Vcnonb3yii ogqHopazoBsie maposn. [locie nmepexoa Ha yCHIICHHYIO aBTOPU3AITHIO
Tebe yxe He OyJIeT yrpokaTh ONAaCHOCTh KPa)kyl MIIM TepexBaTa IJIaTeXHOTO MMapoJs;

3. Breibepu cnoxubIil maposib. [Ipectynmaukam OyneTr He MPOCTO YraaaTh CIOXKHBIN
naposib. HanekHble mapoiw - 3TO Mapoyid, KOTOpPbIE COJIEp)KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B C€0sI CTPOUHBIE U MTPONUCHBIE OYKBBI, HU(PBI U HECKOJIBKO CHMBOJIOB, TAKHE KaK
3HaK J1ojuiapa, pyHTa, BOCKIMIATENBHbIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBO/IM CBOM JINYHBIE IaHHBIE HA CaliTaX, KOTOPHIM HE TOBEPSCUIb.
DJIeKTPOHHASA MOYTA

DNEeKTPOHHAs MOYTa - 3TO TEXHOJIOTHS U IIPEIOCTABIIIEMbIE €10 YCIYTH IO MEePEChUIKE
U TIOJIYYEHUIO 3JICKTPOHHBIX COOOIIEHHUH, KOTOPBIE PACIIPEEIIIOTCS B KOMITBIOTEPHOM CETH.
OOBIYHO ~ SJIEKTPOHHBIM  MOYTOBBIA  SIIIMK  BBIMJISIAUT — CIEAYIOIIUM  00pa3oM:
UMS_TIOJIb30BATENA(@UMs_JoMeHa. Taioke KpoMme Iepenayd HpOCTOr0 TEKCTa, MMEeTcs
BO3MOXXHOCTH iepeiaBaTh (aibl.

OCHOBHBIE COBETHI 110 0€30MMacHON PaboTe C EKTPOHHOM IMOYTOM:

1. Hago BbIOpaTh mpaBHJIBHBIA MOYTOBBIM CepBUC. B MHTEpHETE €CTh OTPOMHBIN
BbIOOPOECIUIATHBIX TOYTOBBIX CEPBHCOB, OJTHAKO JIy4llle JOBEPATh T€M, KOr0 3HAellb U KTO
IIEPBBIA B PEUTHHIE;

2. He yxa3piBaii B IM4HOI nourte 1MuHyI0 HHpopMmanuio. Harpumep, mydiie BoIOpaTh
"My3bIKaIbHBIN_(haHaT@" nan "pox2013" Bmecto "Temal3";

3. Ucnonp3yil ABYX3TalHYK aBTOPU3ALMIO. DTO KOTJa MOMHUMO Hapojisi HYKHO
BBOJIUTH KOJI, TPUCHIIAEMBbIi 10 SMS;

4. BpiOepu croKHBIN Mapob. [ KaXKa0ro MOYTOBOTO SIMKA JOJKEH OBITh CBOM
HAJICKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOXKHOCTb HaNKCaTh CAMOMY CBOM JIMUHBIN BOIPOC, UCIIONB3YH ATY
BO3MO>KHOCTb;

6. Hcnonb3yil HECKOJBKO MOYTOBBIX SIIUKOB. [IepBbIil A1 4acTHON MEPEnuCKH C
ajzipecaTamMM, KOTOPBIM Thl JOBEpsEIIb. DTO AMEKTPOHHBIN aJpec HE Ha/l0 UCMOIb30BaTh MpHU
perucrpanuy Ha popymax U caiTax;

7. He oTkpbIBail ¢ailsibl 1 Jpyrue BIOXKEHUS B MUCbMaX, JTaXKe €CJIM OHM MPHIIUINA OT
TBOUX Apy3ei. Jlydie yTouHu y HUX, OTIIPABIISIIN JIU OHU TeOe 3TH (haiiibl;

8. Ilociie okoHuUaHUs pabOTHI HA MOYTOBOM CEPBHCE MEpEN 3aKPHITHEM BKJIAIKH C
caifToM He 3a0yab HaXkaTh Ha "BeriiTu".

Ku6epOy/uiuHT WM BUPTYaJIbHOE U3/1€BATEILCTBO

KubepOymaunar - mnpecienoBaHue COOOLICHHUSMH, COJAEP)KAIIMMU OCKOPOJIEeHus,
arpeccHio, 3alyruBaHue; XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C IOMOIIBIO
Pa3IMYHBIX HHTEPHETCEPBUCOB.

OcHoBHbIE COBETHI IO 00pHOE ¢ KNOEPOYIIMHIOM:

1. He 6pocaiics B 6oii. JIlydmmii cioco0: mocoBeToBaTbhCs Kak ce0sl BECTH M, €CIH
HET TOT0, K KOMY MO>KHO 00paTUThCS, TO BHaYajle yCOKOuThCs. Eciy Thl HauHelb OTBEYaTh
OCKOpPOJIEHUSIMU HA0CKOPOJIEHHUS, TO TOJIBKO €I11e O0JIbIIIe Pa30AOKeIIb KOH(IIHKT;

2. YrpaBJisiii CBOeH KuOep penyTraruei;

3. AHOHUMHOCTH B ceTd MHMMasi. CyIIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOHUT 32
AHOHHUMHBIM aKKayHTOM;

4. He crout BecTu XyJaUraHCKUi o0pa3 BUpTyalbHOMU ku3HU. VIHTEpHET puKCcHpyeT
BCE€ TBOM JICHCTBUS U COXPAHSET UX. Y TAIUTh UX OyIET KpaiiHe 3aTPyTHUTEIBHO;

5. Cobnroaii cBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit equHudHbI HeratuB. OJHOPA30BBIE OCKOPOUTEIIBHBIC COOOIICHUS
Jydiie urHopupoBatb. OOBIYHO arpeccusi MpeKpamiaeTcss Ha HauyalbHOM cTaanu;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOIICHHUSMH, B
COLIMAJIBHBIXCETSAX €CTh BO3MOXKHOCTb OJIOKHPOBKM OTHPABKU COOOIEHHI C ONpeaesieHHbIX
aZipecos;

8. Ecnu b1 cBUAeTenb knOepOysuinHra. TBOM NeHCTBUSA: BBICTYIIUTh POTUB
IIpeCIeA0BaTENs,I0Ka3aTh €My, YTO €ro JEHUCTBUSA OLEHUBAIOTCS HETaTHBHO, MOAJEPKATh
KEPTBY, KOTOPOH HY>KHA IICUXOJIOTUYECKAs TOMOILb, COOOIINUTH B3POCIIBIM O (hakTe



arpecCUBHOTO MOBECHUS B CETH.
MoOuabHbIil TesedoH

CoBpemeHHble cMapT(HOHBI U IUIAHIIETHI cOZepkKar B ce0e BIOJHE B3POCIHbII
(GyHKIMOHAT, U TENeph OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMH KOMIIBIOTEPAMH.
OpnHako, CpeACTB 3alUThI JJIsl MOJOOHBIX YCTPOMICTB MOKa OYeHb Mayo. TecTupoBaHUE U
MOMCK YSA3BUMOCTEH B HUX MPOUCXOTUT HE Tak MHTeHcHBHO, Kak it IIK, To xe camoe
KacaeTcs U MOOMIIbHBIX TTPUIIOKESHUH.

CoBpemeHHbIE MOOWJIBbHBIE Opay3epbl YKe MpPaKTUYeCKH JOTHAIH HACTOJIbHBIE
aHAJIOTH, OJHAKO pacliupeHue (QyHKIMOHAIA BIEYeT 3a CO00W OOJBIIYIO CII0KHOCTh H
MEHBUIYIO 3alUIIEHHOCTb.

Jlaneko He BCe TMPOU3BOJUTENHM BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH JJIsi CBOMX YCTPOICTB.

OcHoBHbIE COBETHI AJ1s1 6€30M1acCHOCTU MOOUITLHOTO TenedoHa:

Huuero He siBnsieTcss mo-HacrosimieMy OecriaTHbIM. Bynp ocTopokeH, Bedb Koraa
Tebe mpeiararoT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe - TO IIATHBIC
ycayru,

Hymaii, npexxae uem otrpaButb SMS, ¢hoto mimm Buaeo. Tel TOYHO 3HACHIb, I/I€ OHH
OyayT B KOHEYHOM HTOTEe?

Heo0xon1Mo 00HOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO

cMmapTdoHa;cronb3yit aHTUBUPYCHBIE IPOTPAMMBI JIJIs

MOOWJIBHBIX TeJIe(OHOB;

He 3arpyxail npuioxeHust OT HEU3BECTHOI'O MCTOYHUKA, BEJlb OHU MOTYT
COJZIEP>KaThBPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHUE;

[Tocne Toro Kaxk ThI BBIMIEIIb C CaifTa, Tie BBOIWI JUYHYIO MH()OPMAIUIO, 3aii11 B
HACTpOWKH Opay3epa u yaanu COOKies;

[Tepuoanuecku mpoBepsii, Kakye IUIaTHBIE YCIYyTU aKTHBUPOBAHbI HA TBOEM HOMEDE;
JlaBaiicBoif HoOMep MOOUJIBHOTO Teae(oHa TOJIBKO JIFOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiellb;

Bluetooth nomken ObITH BBIKIIIOYEH, KOTJa Thl UM HE MoJb3yelibesi. He 3a0biBait
MHOTJAIIPOBEPSITH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KpPacOUYHbIE, 3aXBaThIBAIOIIHME pa3BJIEUEHUS,
00BbEIUHSIOIINE COTHU THICAY YEJIOBEK 110 BceMy MHUpY. ITpOoKH UCCIenyoT JaHHbIH UM MU,
oOIatoTCs IpYr C JIPYrOM, BBINOJHSIOT 33JaHUs, CPAXKAIOTCS C MOHCTPAMHM U MOJIyYaroT
OMBIT. 3a YyIOBOJBCTBHE OHM IUIATAT: MOKYHAOT JUCK, OIJIAYUBAIOT A0OHEMEHT WU
MPUOOPETAIOT KAKKE-TO OIIUH.

Bce »Tn cpeactBa MOyT Ha NOLNEpKAHUE M Pa3BUTHE UIPHI, a TaKXKE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBbl aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE MAT4U
(unpoBbIe 3arIaTKy It IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B no00HBIX Urpax CTOUT onacaTbCs HE CTOJIBKO CBOMX COTMIEPHUKOB, CKOJIBKO KPaXu
TBOETO NapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALUH OOJIBIINHCTBA UTP.

OcHoBHBIE COBETHI IO O€30MaCHOCTH TBOEr0 UTPOBOT'0 aKKayHTa:

1. Ecnu napyroif urpok BenmeT cedsl MI0OX0 WM co3faeT TeOe HEMpHUSATHOCTH,
3a0JIOKUPYH €T0 BCIIUCKE UTPOKOB;

2. Tloxamyiicss aIMHUHHCTpPAaTOpaM WIPhl Ha IUIOXOE MOBEIEHHE ATOr0 UIpoKa,
KEJIaTeIbHOIPHIIOKUTh KaKHe-TO JI0Ka3aTeIbCTBa B BHJI€ CKPHUHOB;

3. He yxa3piBaii Tn4HyI0 HHPOPMAIUIO B ITpodaiisie urpsl;

4. YBaxkall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail HeopuIinanbHbIE MATIYH U MO/IBI,

6. Mcionb3y#i CII0KHBIE M pa3HbIC TAPOJIH;

7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJItoUaTh aHTUBUPYC. [loka Thl Urpaeisb,
TBOWKOMIIBIOTEP MOTYT 3apa3UTh.

@OUIIMHT WM KPaKa JUYHBIX JaAHHBIX

OOBIUHON KpaXked JCHET W JOKYMEHTOB CETOIHS YK€ HUKOTO HE YIUBHIIb, HO C

Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIIECHHUKN [IEPEMECTHIINCH B MHTEPHET, U



MPOJIOJDKAIOT 3aHUMATHCS " TIOOUMBIM" JICJIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DHUIIUHT, TJaBHAs
e KOTOPOTO COCTOMT B TIOJNYYCHWH KOH(HICHIMAIBHBIX JAHHBIX IIOJb30BATENCH -
JOrMHOB U naponeil. Ha anrnmiickom si3pike phishing unraercs kak ¢umunr (ot fishing -
pBIOHAS JTOBJIsL, PASSWOrd - mapoib).

OcHOBHBIE COBETHI 110 00phOE ¢ PUITMHTOM:

1. Cnenm 3a cBouM akkayHTOM. Ecim ThI momo3peBaemb, YTO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBATh €€ M COOOIIUTh aJMHHHUCTPATOpaM pecypca 00
3TOM KaK MOXHO CKOpee;

2. WUcnonw3yii Oe3omacHble BeO-CaiTbl, B TOM 4HCIE, WHTEPHET-MarasuHOB H
MIOMCKOBBIXCHCTEM;

3. Hcmonb3yii ciioskHbIe B pa3Hble mapoiu. Takum o0pa3zom, eciu TeOs B3JIOMAIOT, TO
37I0yMBIIIICHHUKY HOIyYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY HPO(MITIO B CETH, @ HE KO BCEM;

4. Eciu 1ebs B3IOMAaiM, TO HEOOXOIUMO TMPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE J00aBJIEHBI y T€0s B IPY3bSAX, O TOM, YTO TE€OSI B3IIOMAIH U, BO3MOKHO, OT TBOETO
MMEHH OYyZIEeT PacChlIaThCs CIaM U CCBUTKM Ha (PUITMHTOBBIE CATHI;

5. Ycranosu HagexHbii maposs (PIN) Ha MoOMIBHEIH TenedoH;

6. OTkiIrI0uM cCoXpaHeHue napoJs B Opaysepe;

7. He oTkpbIBail (ailsibl 1 qpyrue BIOKEHUS B TUCbMAX, TaXKe €CJIM OHH MPHIIUIA OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (hailiibL.

u¢pposas penyranus

[udposas permyranus - 3T0 HeTaTHBHAS WM MO3UTHBHASL HH(OpPMAIIHS B CETH O Tebe.
Komnpomerupyromas nHpopmanus, pa3mMeleHHas B UHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peasibHOM xku3HU. "L{ndposas penyranus" - 370 TBOM UMUK, KOTOPBIi
dbopmupyercst u3 nHpopmanuu o Tede B UHTEPHETE.

TBoe MecTO XHUTEIbCTBA, y4eObl, TBOE (PUHAHCOBOE TOJIOKEHHE, OCOOEHHOCTH
XapakTepa M pacckasbl 0 OJU3KUX - BCE 3TO HAKaIJIMBaeTCs B CETH.

MHorune noApoCTKH JIETKOMBICIIEHHO OTHOCSITCS K ITyOIMKAIMK JTMYHOM HH(pOopMalun
B lHTEepHETE, HE MOHMMAsT BO3MOXKHBIX NOCHEACTBUNA. ThI fake HE CMOKENIb 1OrafaTbCsl O
TOM, 4TO (hoTOrpadusi, pa3MerieHHas 5 JeT Ha3a/, cTala NPUYNHON OTKa3a NPUHATH TeOs Ha
paborty.

KommenTapuu, pasMenienue TBoux Qororpapuil m Jpyrue AeMCcTBHS MOTYT He
UCYE3HYTh JAXE I0CJIE TOro, Kak Thl MX yJalulllb. Thl HE 3HACIIb, KTO COXPaHWI 3Ty
nH(pOpMalIKIOo, TIOTaNa JIM OHA B TOMCKOBBIE CHUCTEMBI M COXPAHWIIACh JIU OHA, a IJ1aBHOE: YTO
MOJTyMAIOT O Tebe OKpY’KaIOIIMeE JIFO1, KOTOpbIe HalIyT 1 yBUIAT 3T0. HaiiTh nHdopmanuio
MHOTO JIET CITYCTSI CMOXET JH00H - Kak M3 JA0OpbIX MOOYXIEHHUH, TaKk U C HaAMEpEHUEM
NPUYUHUTE Bpel. ITO MOXKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI IO 3aLUTE HU(POBOM PEMyTALNU:

1. Tonmymaii, mpexJe 4yeM 4To-To MyOJIMKOBaTh M INepeaaBaTh y ce0s B Oiore win
BCOITMAJILHOM CETH,

2. B Hactpoilkax npoduis YCTaHOBHM OrpPaHWYEHUS Ha TMPOCMOTP TBOETO
npouiIst U €rocoep>KUMOT0, clieJail €ro TOJBKO "/ist npy3ei';

3. He pa3memaii u He yka3biBail HH(OpPMAIHIO, KOTOpAsh MOKET KOro-1ubo
OCKOPOJISATh MITHOOUKATh.

ABTOpCKOE NMPaBo

CoBpeMeHHbIE IIKOJIbHUKHM - aKTHBHBIE MOJIb30BATENN LHU(POBOTO MPOCTPAHCTBA.
OpHako 1anexo He BCe 3HAIOT, YTO M0JIb30BaHNE MHOI'MMH BO3MOKHOCTSMU LIM(PPOBOTO MUpa
TpeOyeT coOMI0eHNs TPaB Ha HHTEIUIEKTYabHYI0 COOCTBEHHOCTbD.

TepMuH "uHTENIEKTyaabHasi COOCTBEHHOCTh'" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauyMHas C HOBBIX H300peTeHUl M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha TMPOAYKTHI M YCIyTH, M 3aKaHYuWBas KHHTaMH, ¢GoTorpadpusiMu,
KMHO(QHIBMaMU U MY3bIKQJIbHBIMU TIPOU3BEACHUSMH.

ABTOpCcKME MpaBa - 3TO IpaBa Ha MHTEIUIEKTYaJbHYI0O COOCTBEHHOCTh Ha



IIPOU3BEACHUS HAyKH, JINTEPATYphl U UCKyCCTBA. ABTOPCKHE MIPABA BBICTYNAIOT B KAaU€CTBE
rapaHTUU TOTO, YTO MHTEJUIEKTYaIbHbIN/TBOPUECKUM TPy aBTOPa HE OYAET HalpacHBIM, JacT
€My CIpaBeIIMBbIE BO3MOXHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOEro TpyJa, MOJIYyYUTh
M3BECTHOCTH W Mpu3HaHue. Hukro 6e3 paspemeHus: aBTopa He MOXKET BOCIIPOU3BOAUTH €TI0
IIPOU3BECHUE, PACIIPOCTPAHATh, ITYOJUYHO JEMOHCTPUPOBATh, IPOJaBaTh, UMIIOPTUPOBATh,
MyCKAaTh B IIPOKAT, MyOJIMYHO UCTIONHATH, TOKA3bIBATH/UCHIOIHATD B 3()Upe MU pa3MeniaTh B
HNutepnere.

Hcnonp3oBanue "mUpaTckoro" MpPOrpaMMHOTO OOECIIEYEHHsT MOXKET NPUBECTH K
MHOTMM PUCKaM: OT IIOTEPH JAHHBIX K TBOUM aKKayHTaM J10 OJIOKHPOBKH TBOETO YCTPOICTBa,
IZle YCTaHOBJIEHA HeJerajgbHas mporpamma. He CTOMT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajbHble U OeCIUIaTHBIE IPOrPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.

O nopraJue

CereBruok.p - TBOH TIJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O
0€30I1aCHOCTH B CETH MOHATHBIM U TOCTYITHBIM SI3bIKOM, & IIPY BO3SHUKHOBEHUH KPUTUYECKON
CUTyallud 0OpaTUTHCSA3a COBETOM. A TakKe MPUHATH yU4acTHE B KOHKYpPCax M CTaTh CaAMbIM
1UGPOBBIM I'PaKIaHUHOM!

UHCTPYKIMS JJIS1 OBYYAIOIIINXCS Ob HTHOOPMALIMOHHOM
BE30OITACHOCTHA

HEJIb351

1. Bcem moapsa cooOmarh CBOIO YAaCTHYIO HH(POpPMAIHMIO (HACTOSIINAE WM,
damunuio, TenedoH, aapec, HOMep IIKOJbBI, a Takke (GoTorpaduu CBOM, CBOCH CEMbH H
Zpys3eit);

2. OTKpBIBATh BIIOKEHHBIC (DaliJIbl 2JIEKTPOHHOM IMOYTHI, KOT/Ia HE 3HACIIIHOTIIPABUTEIIS;

3. I'pyOuTs, mpuanpaThCs, OKa3bIBaTh JTABICHHUE - BECTH CeOsI HEBEKIIMBO U arPECCHBHO;

4. He pacnopspkaiicss 1eHbraMu TBOEH ceMbM 0€3 pa3pelleHHsl CTapliuX - BCerja
CIpaluBanpoauTeNeH;

5. He Bcrpeuaiics ¢ MIHTepHET-3HAKOMBIMU B PEalbHOM KU3HHU - MOCOBETYHCS CO
B3pPOCJIBIM,KOTOPOMY J1I0BEpSIEIIb.
OCTOPOXHO

1. He Bce numyr npasny. Yuraems o cebe HenpaBay B MHTepHere - coobmu 00
9TOM CBOMMPOJUTEIISIM WIIM ONIEKYHAM;

2. IlpurnamaroT mepenuchBaThCs, UTPaTh, 0OOMEHHUBATHCS - IIPOBEPH, HET JIM TIOIBOXA;

3. He3akoHnHoe konrpoBaHue (aiinoB B UHTepHETE - BOPOBCTBO;

4. Bcerna paccka3bIBail B3pOCIIbIM O ITPOOJIEMax B CETH - OHU BCETa IOMOIYT;

5. Ucnonb3yii HacTpoliku 0€30MacCHOCTH M NMPUBATHOCTH, YTOOBI HE MOTEPSATh CBOU
aKKaYHTBIB COIICETAX U APYTUX MOpTaax.
MOKHO

1. VBaxaii Apyrux noiab3oBarTesnei;

2. Ionw3yenibest MTHTEpHET-UCTOUHUKOM - JIeJIail CChUIKY Ha HETo;

3. OTKpbIBaii TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0martbes 3a MOMOILBIO B3POCIIBIM - POJIUTENH, ONEKYHbI M aIMUHUCTpALUs
CalTOB BCEr1allOMOryT;

5. Ilpoitnn  oOyuenune Ha caiite "CereBHUOK" W TONYYH MAacmopT IU(POBOTO

rpakJaHuHa!



